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 Misconception #1

“It’s Been 25 Years,

IPv6 Is Not Going to Be Deployed”
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Obligatory IPv6 Adoption Graph
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https://www.worldipv6launch.org/measurements/

IPv6 deployment
> 80%
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Not There Yet: Mentality Shift

Ask an engineer to draw an example network with 
addresses. Watch IPv4 addresses on the diagram.

Bonus point: for using the correct example networks 
(RFC3849, RFC5737)

Ask an engineer to test if Internet is working. Watch 
IPv4 addresses be pinged.
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https://tools.ietf.org/html/rfc3849
https://tools.ietf.org/html/rfc5737


 Misconception #2 

“I Do Not Need IPv6”
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If You Won’t Come to IPv6 Then IPv6 Must Come 
to You!

“IPv4-Only network” might mean “dual-stack”

No controlled IPv6 deployment:

No IPv6 Security
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IPv6 and DNSSEC

IPv6-Only Networks (e.g. mobile devices) use DNS64

DNS64 synthesises AAAA for IPv4-only names:

DNS64 would not work  for IPv6-only validating clients 
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IPv6 and DNSSEC
Have you 

signed your 
zone?

Have you 
enabled 
IPv6?

NOYES

NO

YES
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Performance Impact

https://blogs.akamai.com/2016/06/preparing-for-ipv6-only-mobile-networks-why-and-how.html

https://stats.labs.apnic.net/v6perf
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https://blogs.akamai.com/2016/06/preparing-for-ipv6-only-mobile-networks-why-and-how.html
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https://datatracker.ietf.org/meeting/101/materials/slides-101-maprg-update-on-ipv6-performance-data-tommy-pauly-00


Some Implications of Growing IPv6 Adoption

Do your systems (e.g. VPN) support IPv6?

So when (not if) your colleagues (e.g. managers) 
get connected to IPv6-only public network...
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 Misconception #3 

“I'll Think About It Tomorrow”
- Scarlett O’Hara -
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The Eisenhower Method & IPv6
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If You Have to Deploy IPv6 Tomorrow..
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Think About It Today!
Consider:

● Mindset changes
● Education/Training
● Software/hardware lifecycle periods

○ How long does it take to get a bug fixed/a feature 
implemented?

● Workflow changes

16



DON’T: “Launch Now in IPv4-mode, Enable IPv6 Later”

Quiz Q: What would be the best time to touch 
production systems?

a)

b)

c)
Answers:
a) Back in 2012 (< 1% 

adoption)
b) Now (~25% adoption)
c) In 2021 (~40% 

adoption)

Source: www.vyncke.org
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Good News, Everyone!

IPv6 Is Getting Easier to Deploy 18



Heavy Lifting Done by Early Adopters

FeaturesBugs
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 Misconception #4 

“IPv6 Is Just like IPv4 

but with More Addresses”
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One Netmask To Rule Them All
Address Plan Simplified:

● /128 for loopback
● /127 for p2p
● /64 for everything else
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Host Configuration Simplified
Router Advertisement contains all network configuration

● IPv6 prefixes
● Router info
● DNS info
● MTU 

Network changes are signalled back to hosts

Multiple Addresses per host (think per application)
22



Link-Local Addresses

Use Case:

Link-Local Only 
Backbone
RFC7404
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https://tools.ietf.org/html/rfc7404


Multiple Provisioning Domains

References: “Provisioning Domains”, IETF98

Provisioning Domain: a set of configuration 
information specific for the given network
● IP prefixes
● Default routers
● DNS
● Captive Portal presence
● Costs etc

PVD info provided via  RAs

Hosts associate configuration with the 
specific PVD
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https://datatracker.ietf.org/meeting/98/materials/slides-98-v6ops-provisioning-domains-00


 Misconception #5 

“IPv6 Is Too Complicated!”
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Is It Really? Or Is It Just “Not IPv4”?
IPv6 is quite logical [disclaimer: IMHO]

Problem => Solution

Problem might not be so obvious though

We have OSPF, EIGRP, MPLS, BGP and multicast!

Recommended Reading: “IPv6 for IPv4 Experts” book
https://sites.google.com/site/yartikhiy/home/ipv6book 26



 Misconception #6 

“I’ve Enabled IPv6.

I’m DONE!”
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Main Question: Is IPv6 Being Used?
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Case Study #1: A Random ISP

Source:
https://stats.labs.apnic.net

50% traffic decrease in ~18 
months

New CPEs have broken IPv6

Came as a surprise to them...
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Case Study #2: A Random WiFi Network 

End hosts on IPv6-enabled network:

● receiving Router Advertisement 
● getting IPv6 stack configured
● losing IPv6 connectivity 5 second later.

Wireless controller was sending malformed packets 
on behalf of the router.

Nobody noticed for a while
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Questions To Ask Yourself
● Is IPv6 working?
● Is it used? Any Happy Eyeballs failures?
● Bonus Points for: 

○ What are IPv4 dependencies?
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Solutions
● Monitor

○ IPv6 traffic trends 
○ end2end connectivity

■ Both protocols
● Consider disabling IPv4 whenever possible
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We Did Try It

IETF100, Nov 2017, Singapore
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