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What this talk is about

 |CMPv6-based vulnerability found in Windows 10
* An analysis of what went wrong
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Introduction
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IPv6 Automatic Configuration: Background

* |Pv6 has two automatic-configuration mechanisms

« SLAAC [RFC4862] (mandatory):
* Lightweight
* Allows for all basic network configuration
* “Anarchic” :-) — every host does what it pleases

« DHCPV6 [RFC8415] (optional).
* Rather heavy-weight

* Centralized configuration
* Provides all the configuration knobs you might ever wish for
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IPv6 Automatic Configuration: Gaps

* Not really alternative protocols:

« DHCPvV6 cannot provide a default router

* For many years, SLAAC could not provide a recursive DNS server
 SLAAC support for recursive DNS servers (RDNSS option):

* RFC5006: Experimental (September 2007)
« RFC6106: Proposed Standard (November 2010)
« RFC8106: Proposed Standard (March 2017)
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IPv6 Automatic Configuration: Protocol Wars

* Protocol wars at both specification and implementation level:

* Rejection of standardization of a default router option for DHCPVv6
* For many years, Windows would not support the RDNSS option
* Android still does not support DHCPv6

e But then:

* Windows 10 Creators Update (2017!) incorporated support for the RDNSS option
* Rumor has it that not without some pressure from a big USA-based ISP :-)
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IPv6 Automatic Configuration: What it Means

« RDNSS code is recent, and clearly not well-tested
* (And yes, IPv6 automatic configuration is still a mess)
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Windows TCP/IP Remote Code Execution
Vulnerability
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Recursive DNS Server (RDNSS) Option

* Syntax:

0 1 2 3
©12345678901234567890123456789¢01
+-+-+-F-F+-+-+-F-F-+-+-F-F-+-F-F-F-F-F-F-F-F-F-F-F-F+-F-F-F-+-+-+-+

| Type | Length | Reserved

+-+-+-F-F+-+-+-F-F-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+-+
| Lifetime |
+-+-+-F-F+-+-+-F-F+-+-+-F-F+-F-F+-F-F-F+-F+-F-F-F-F+-F-F-F-F-F-F+-+-+-+-+
| |
: Addresses of IPv6 Recursive DNS Servers :
| |

tot-t-F-t-t-F-t-t-t-F-t-F-F-t-t-F-t-t-F-F-t-F-F-F-t-F-F-t-F-F+-+-+
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Recursive DNS Server (RDNSS) Option: Checks

« RFC8106, Section 5.3.1. ("Procedure in IPv6 Hosts"):

The validity of DNS options is checked with the Length field;

that is, the value of the Length field in the RDNSS option is
greater than or equal to the minimum value (3) and satisfies the
requirement that (Length - 1) % 2 == 0. The value of the Length
field in the DNSSL option is greater than or equal to the minimum
value (2). Also, the validity of the RDNSS option is checked with
the "Addresses of IPv6 Recursive DNS Servers" field; that is, the
addresses should be unicast addresses.

Length measured in units of 8 octets. Base option syntax comprising eight
octets. One IPv6 address comprising 16 octets (two units of 8 octets)
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CVE-2020-16898 Disclosure

e October 13, 2020: Microsoft publishes details on CVE-2020-16898
* [Lots of “I know about the vulnerability, but won’t share details” follow]
 [Some of us tried the obvious, but failed]

e October 16, 2020: Francisco Falcon (Quarkslab) and Adam
Zabrocki (NVIDIA) publish excellent independent analysis
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Exploiting the vulnerability (in a nutshell)

0] 1 2 3
©12345678901234567890123456789¢01
+-+-+-F+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

| Type | Length | Reserved

+-+-+-+-+-+-+-F+-F+-F+-F-F-F+-F-F-F-F-F-F-F-F-F+-F-F+-F+-F+-F+-F+-+-+-+-+-+
| Lifetime |
+-+-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+-+
| |
: Addresses of IPv6 Recursive DNS Servers :
| |

e L S S S s T e S T st ot ST S U S Sy S

e Set Length to even value
 Remaining 8 bytes in the RDNSS option processed as next option
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Exploiting the vulnerability (in a nutshell) (Il)

* It depends on a lot of Windows 10 packet processing internals
* The attack packet(s) needs to pass internal validation checks

e Source Address must be link-local

* The packet must all look like a valid packet

 RDNSS option length must be an even number

* the remaining 8 bytes of the option will be processed as the next Neighbor
Discovery option

* The packet needs to be fragmented to pass internal validation checks
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Exploiting the vulnerability (in a nutshell) (1ll)

» Internet Protocol Version 6, Src: TeB@::2475:a2ff:fe30:8890, Dst: fcOO:1::c851:d7cd:5a28:bchb
~ Internet Control Message Protocol w6

Type: Router Advertisement (134)

Code: @

Checksum: ©xa263 [unverified] [fragmented datagram]

[Checksum Status: Unverifled]

Cur hop limit: @

» Flags: Bx@8, Prf (Default Router Preference): High

Router lifetime (s): 18060

Reachable time (ms]: a

Retrans timer (ms):

ICMPvE Option {Recursive DNS Server 4141:4141:4141:4141:4141:4141:4141:4141 4141:4141:4141:42147:4141:4141:4147:4147 4141:4141:4141: 4141183077

e rver (25)
Length: B (64 bytes
ese

Lifetime: Infinity {4294967295)
Recursive DNS Servers: 4141:4141:4141:4141:4141:41441:4141:4141
Recursive DNS Servers: 4141 4141 4141 4141 4141:4441:4141:4141
Recursive DNS Servers: : : u:ffiB 18a@:18a06
Recursive DNS Server&q . .
= ICMPvGE Option (RA Flags ExtensIOf
Type: RA Flags Extension (26)
Length: 1 (8 bytes)
» Flags Expansion Option: @x@080, Prf (Default Router Preference): Medium
Reserved
~ ICMPvE Option (Recursive DNS Server aaaa:aaaa:aaaa:aaaa:ffff:aaaa:aaaa:aaaa aaaa:aaaalaaasd.aaaalaaaaaaaaia’aaaanaa aAaAAaAaa.aaaa:aa’danaaaa:aa
Type: Recursive DNS Serwver (285)
Length: 21 (168 bytes)
Reserved
Lifetime: Infinity (4294967295)
Recursive DNS Servers: aaaa.aaaa:aaaaaaaa:ffff:aaaa:aaaa:aaaa
Recursive DNS Servers: aaaa.aaas.fnasa Aasad.aaad.asas:aaaa:aaaa
Recursive DNS Servers: aaaa.aaas.fnada Aassd.aaad:asasd:aaaa:aaaa
[Unreassembled Packet: ICMPvE]

UK IPv6 Council Annual Meeting 2020 SI

© 2020 SI6 Networks. All rights reserved
December 17", 2020 g NETWORKS




Exploiting the vulnerability (in a nutshell) (1V)

Mo.  Timi Source Destination Protocol Leny Info

2031 11. fcBe:1::BEE:27TT:Tedd:0 Tre2::1:TT28:bchbb ICMPvE 88 Nelghbor Solicitation for TcB®:1::cB51:d7c4:5a28:bchbb Trom ..

2@32 11. fcB8: 1 :cB851:d7c4:5a28:bc.. fcBO:1::800:27ff:Te@B:0 ICMPvE BE MNeighbor Advertisement fc@@:1::cB851:d7c4:5a28:bcbb (s0l, ov.
i1 2475 ] ] ¥ :d7c4:5a28: ] i Router Advertisement[Unreassembled Packet]

1:

1

1 i IPwE fragment (off=152 more=y ident=0x2d3c355c nxt=58)
1 i IPvG fragment (off=304 more=y ident=0x2d3c355c nxt=58)
1 i IPvG Tragment (off=456 more=y ident=0x2d3c355c nxt=58)
5 B :dicd: i IPwE fragment (off=608 more=y ident=8x2d3c355c nxt=58)
3313 8 :dicd: : 16 IPwE fragment (off=760 more=y ident=0x2d3c355c nxt=58)
l 0 N F

1

1

1

1

1

1

i IPvG fragment (off=912 more=y ident=0x2d3c355c nxt=58)
i IPv6 fragment (off=1064 more=y ident=0x2d3c355c nxt=58
i IPvG Tragment (off=121 =y ldent=0x2d3c355c
i IPvG fragment (off=1368 more=y ident=0x2d3c355c
3 IPvE fragment (off=1520 more=y ident=Bx2d3c3b5c
C : y IPv6 fragment (off=1672 more=y ident=8x2d3c355c
4:5a28 :bcbb 8 IPvE fragment (off=1824 more=n ident=0x2d3c355c

. fe30:5890

2117 11. LB.0. Membership Query, general

2162 12.. 1@ B G 129 224.0.0.251 IGMPv2 48 Membership Report group 224.0.8.251

4881 16.. ffe2::1:ff28:bchbb ICMPvE 80 Neighbor Solicitation for Te80::c851:d7cd:5a28:bcbb
4882 16.. :: fre2::1:ff28:bchb ICMPvE 80 Neighbor Solicitation for fe88::c851:d7c4:5a28:bcbb
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What did go wrong?

* Windows failed to validate Router Advertisements and RDNSS
options as required in the very protocol specifications

e RFC6980, Section 5:

MUST ignore Router Advertisements that employ fragmentation
« RFC8106, Section 5.3.1:

RDNSS valid if (Length - 1) % 2 ==
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Questions?
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References

 Francisco Falcon’s analysis:

https://blog.quarkslab.com/beware-the-bad-neighbor-analysis-and-
poc-of-the-windows-ipv6-router-advertisement-vulnerability-cve-2020-
16898.html

« Adam Zabrocki’s analysis:
http://blog.pi3.com.pl/?p=780
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Thanks!

Fernando Gont
fgont@si6networks.com

IPv6 Hackers mailing-list
http:/lwww.si6networks.com/community/

www.si6hetworks.com
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