
Radek Zajíc, radek@zajic.v.pytli.cz • Enterprise & IPv6 Workshop, 2023-04-24

Dark Clouds by Christoph Kummer, CC BY-NC-SA 2.0

https://www.flickr.com/photos/kuemmi/3341815497
https://www.flickr.com/photos/kuemmi/
https://creativecommons.org/licenses/by-nc-sa/2.0/


24 April 2023 Radek Zajíc, radek@zajic.v.pytli.cz, Enterprise & IPv6 Workshop 2

Blog: showmax.engineering
Twitter: @ShowmaxDevs

about::myself

Radek Zajíc



24 April 2023 Radek Zajíc, radek@zajic.v.pytli.cz, Enterprise & IPv6 Workshop 3

Enterprises
have traditionally operated an 

on-premises infrastructure
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Enterprises
some even enabled IPv6
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# whois 2a02:26f0:4700:1a7::3bd4

inet6num:       2a02:26f0:4700::/48
netname:        AKAMAI-PA
descr:          Akamai Technologies
country:        EU
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Today we’re all 
moving to The Cloud

Even enterprises.
And some want (or need)

IPv6.
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But what is
The Cloud?

Everything as a service.Feature disparity as a service.
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What is The Cloud?

https://commons.wikimedia.org/wiki/File:Cloud_computing.svg

https://commons.wikimedia.org/wiki/File:Cloud_computing.svg
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What is hybrid Cloud?

https://commons.wikimedia.org/wiki/File:Cloud_computing.svg

Cloud One Cloud Two

https://commons.wikimedia.org/wiki/File:Cloud_computing.svg
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What else is hybrid Cloud?

https://commons.wikimedia.org/wiki/File:ZFS_server_front_26.jpg

Cloud On-prem infra

https://commons.wikimedia.org/wiki/File:ZFS_server_front_26.jpg


24 April 2023 Radek Zajíc, radek@zajic.v.pytli.cz, Enterprise & IPv6 Workshop 11

Cloud & IPv6: The Edge
CDNs

Load Balancers
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Cloud & IPv6: Network

A network like no other
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Cloud & IPv6: Network
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Cloud & IPv6: Compute
Virtual networks

Compute instances

https://www.tachyondynamics.com/2022/06/06/google-cloud-platform-gcp-and-new-ipv6-support/

https://www.tachyondynamics.com/2022/06/06/google-cloud-platform-gcp-and-new-ipv6-support/
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Cloud & IPv6: Compute
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Cloud & IPv6: Storage & DB

Object storage*

Databases*

File storage
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Cloud & IPv6: Containers

Dual-stack Kubernetes
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Cloud & IPv6: Containers
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Cloud & IPv6: Containers
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Cloud & IPv6: Containers

Dual-stack Kubernetes

IPv6-only Kubernetes

Pseudo-IPv6-only Kubernetes
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Cloud & IPv6: Containers
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Cloud & IPv6: Containers

https://aws.amazon.com/blogs
/containers/amazon-eks-
launches-ipv6-support/

https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
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Cloud & IPv6: Serverless

Lambdas

Serverless containers

API gateways, databases, and more
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Cloud & IPv6: IPv6-only

Currently only in AWS

IPv6-only networks and compute instances

DNS64 and NAT64
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Cloud & IPv6: Enterprise stuff

Cross-connect between on-prem and cloud

Bring Your Own IP(v6)

Virtual Desktop Infrastructure
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Cloud & IPv6: Managed services
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Cloud & IPv6: Managed services
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Cloud & IPv6: SaaS and PaaS

?
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Cloud & IPv6: Automation



24 April 2023 Radek Zajíc, radek@zajic.v.pytli.cz, Enterprise & IPv6 Workshop 30

Cloud is not a cure

You create the address plan

You manage the IPv6 transition

You often have to IPv6-enable the services
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Cloud is not a cure

IPv4/v6 feature parity is often not there

Some (many?) services lack IPv6 support

Read the fine print!
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Why deploy IPv6 in the cloud?

Compliance reasons

Customers (even internal) asking for it

Save some costs
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Why deploy IPv6 in the cloud?

Resolve resource exhaustion

Avoid IP address collisions

Experiment with IPv6-only
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Examples of limitations

Azure and 1:1 IPv6 NAT

AWS, databases and IPv6(-only)

AWS Client VPN and the IPv6 routing fail
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Examples of limitations: Azure FW
“Azure Firewall is a cloud-native and intelligent network 

firewall security service that provides the best of breed threat 
protection for your cloud workloads running in Azure. It's a fully 

stateful, firewall as a service with built-in high availability and 
unrestricted cloud scalability. It provides both east-west and 

north-south traffic inspection.”
(…)

“Azure Firewall doesn't currently support IPv6. It can operate 
in a dual stack VNet using only IPv4, but the firewall subnet 

must be IPv4-only.”
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Examples of limitations: AWS K8s

https://docs.aws.amazon.com/eks/latest/userguide/cni-ipv6.html

https://docs.aws.amazon.com/eks/latest/userguide/cni-ipv6.html
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Multi-cloud and IPv6

So you want to use multiple clouds and 

IPv6…

…are you sure?
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Cloud surprises
IPv6 support in Azure Active Directory – What's changing?

Our service endpoint URLs will now resolve to return both IPv4 and IPv6 addresses. (…)

When will IPv6 be supported in Azure AD?

We'll begin introducing IPv6 support to Azure AD in April 2023.

We know that IPv6 support is a significant change for some organizations. We're publishing this 

information now so that customers can make plans to ensure readiness.

What does my organization have to do?

If you have public IPv6 addresses representing your network, take the actions that are described in the 

following sections as soon as possible.

If customers don't update their named locations with these IPv6 addresses, their users will be 

blocked.

https://learn.microsoft.com/en-us/troubleshoot/azure/active-directory/azure-ad-ipv6-support

https://learn.microsoft.com/en-us/troubleshoot/azure/active-directory/azure-ad-ipv6-support
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Enterprise IPv6 deployment

Geolocation

External blocklists

Internal/external firewall rules

Dual-stack application support
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Train your  developers

Provide your developers with IPv6 nets

Build IPv6-enabled apps

Test in an IPv6-only dev environment
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You are the customer of The Cloud
Prepare yourself to avoid surprises

Build your lab, start early

Ask for feature parity

Ask for IPv6 on by default

Don’t forget about security
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IPv6 & the big clouds: resources
AWS (announcements)

Google Cloud (announcements)

Azure VNET (announcements)

Eyal Estrin: Is the public cloud ready for IPv6?

https://docs.aws.amazon.com/vpc/latest/userguide/aws-ipv6-support.html
https://aws.amazon.com/about-aws/whats-new/2023/?whats-new-content-all.sort-by=item.additionalFields.postDateTime&whats-new-content-all.sort-order=desc&awsf.whats-new-categories=*all&whats-new-content-all.q=ipv6&whats-new-content-all.q_operator=AND
https://cloud.google.com/blog/products/networking/getting-started-with-ipv6-on-google-cloud
https://cloud.google.com/blog/search/?query=ipv6&language=en&category=article&paginate=25&order=newest&hl=en
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/ipv6-overview
https://azure.microsoft.com/en-us/updates/?query=ipv6
https://blog.apnic.net/2023/04/19/is-the-public-cloud-ready-for-ipv6/
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Q & A
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Thank you

@zajDee

linkedin.com/in/radek-zajic/


