Hosting the UK IPv6 Council

An IPv6 Operations Tale

Jeffry Handal



Disclaimer: The views and opinions
expressed in this presentation are those of
the speaker and do not necessarily reflect
the views or positions of their employer.



Lessons

« The Road to Council \

- IT Operations
« Cisco Meraki Offices
« Future Plans
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IPconomics: .

Getting Comfortable with the Business Side of IPv6




The Road to
Council




IPv6 North America IT Request ISP Request and Deploy 2024 Annual Meeting
Summit Open ticket Request IPv6 prefixes and configure at Cisco

the platform
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2023 Annual Meeting Lab Testing RFC 8106
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IPv6 and the Business

Request:
Add IPv6 to the Meraki guest network

Purposes: IPv6 and Layer 8
Demo IPv6 capabilities on the Meraki platform.
Host the UKv6 Council November 2024 in the London office * Beta rgeted

* Request with purpose

Background:
Example UKv6 council meeting: o Support and mentor

Happy to support the design effort.

IT Service Ticket



Demo and Learn IPv6

MacBook Air

Why should one demo IPv6?

Number of countries with IPv6
mandates exploding

New support on Cisco platforms
Training and development
Improved user experience*



Hosting Today’s Event

One billion lives positively impacted
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IT Operations




Cisco Meraki
Offices




Cloud-Managed Digital Operations
n
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Network tags Devices

¥ 118 networks

Z - Duo Pilot - Austin AST10

Meraki London - Finsbury LON11
Meraki San Francisco SFO12

Meraki Chicago Post Office CHG12
Meraki Sydney SYDOS

Z - San Francisco - Sensors

Z - San Francisco - WAN

Teleworker - Luis Tirado

Meraki Tokyo

Z - Sydney - Guest

Meraki Malmo - MLMO1 - Modcam

Z - Shanghai - WAN

Z - London Finsbury - Lab and Guest
Z - Chicago Post Office - Lab and Guest
Z - Duo Pilot - Ann Arbor ARB02
Meraki Waterloo

Z - Malmo - Guest

Z - Tokyo
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Z - Customer Zero Staging




Medium s

It supports
Operation
Technical Support (TAC)).




London Office — High Level
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Corporate and Guest Network

<I><><><> (XYY YY XYY X

lon11-8-ap- lon11-8-1-
o7 stk-01
Network
IPv4 address: 192.168.60.18

IPv6 address:
IPv6 address (link-local):fe80:0:C:2:22C2C.000ILiC 220
MAC address: 24:36:da:b1:9d:c0
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Adding IPv6 in London Office — IT View

e Step 1: Received request to add IPv6
e Step 2: Check documentation on how Cisco Meraki platforms support IPv6
* Step 3: Request IPv6 addresses from ISP(s)
e Typical result: 1 x P2P /64 for Uplink + 1 x Routed Block /48 for VLANs
e Step 4: Configure MX SD-WAN Firewall Uplink for Corp Use
e Step 5: Configure MX SD-WAN Firewall Uplink for Guest Use
e Step 6: Configure LAN Prefixes
e Step 7: Configure SLAAC RA options (i.e., RFC8106)
» Step 8: Test/Validate (test-ipv6.com)
* Step 9: Document
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https://test-ipv6.com/

Adding IPv6 in London Office — Champion

A,

It takes a village

Thank you, Rupert!

“The IPv6 setup was simple and highly automated.” - Rupert
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Adding IPv6 in London Office — The ISP Market

e Step 1: Received request to add IPv6
e Step 2: Check documentation on how Cisco Meraki platforms support IPv6

e Step 4: Configure MX SD-WAN Firewall Uplink for Corp Use
e Step 5: Configure MX SD-WAN Firewall Uplink for Guest Use
e Step 6: Configure LAN Prefixes

e Step 7: Configure SLAAC RA options (i.e., RFC8106)

» Step 8: Test/Validate (test-ipv6.com)

* Step 9: Document

Make IPv6 a first-class citizen and on by default
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https://test-ipv6.com/

User Experience Case Study: UK Market

An IPv6 stack creates the
opportunity for improving
user experience (e.g.,
Code of Practice on

Better Broadband
The time ta ) g s : Speeds)

buffer 2s of * ‘

for playback

@ Data source: Cisco ThousandEyes (formly SamKnows)

19



Adding IPv6 in London Office — Production Value

e Step 1: Received request to add IPv6
e Step 2: Check documentation on how Cisco Meraki platforms support IPv6
* Step 3: Request IPv6 addresses from ISP(s)
e Typical result: 1 x P2P /64 for Uplink + 1 x Routed Block /48 for VLANs
* Step 4: Configure MX SD-WAN Firewall Uplink for Corp Use
e Step 5: Configure MX SD-WAN Firewall Uplink for Guest Use
e Step 6: Configure LAN Prefixes
e Step 7: Configure SLAAC RA options (i.e., RFC8106)
» Step 8: Test/Validate (test-ipv6.com)
* Step 9: Document

Getting comfortable for production
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https://test-ipv6.com/

Adding IPv6 in London Office — Feature Request

e Step 1: Received request to add IPv6
e Step 2: Check documentation on how Cisco Meraki platforms support IPv6
* Step 3: Request IPv6 addresses from ISP(s)
e Typical result: 1 x P2P /64 for Uplink + 1 x Routed Block /48 for VLANs
e Step 4: Configure MX Uplink for Corp Use
e Step 5: Configure MX Uplink for Guest Use
e Step 6: Configure LAN Prefixes
* Step 7: Configure SLAAC RA options (i.e., RFC8106)
» Step 8: Test/Validate (test-ipv6.com)
* Step 9: Document

New features requested and delivered!
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https://test-ipv6.com/

Future Plans




IPv6 in 2025

IPv6 to other offices Improving employee

experiences

Learning to operate IPv6-
only/mostly
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Demo




The Guest Network

|,|1[|_[|_ Gj You are part of the experiment

Welcome UK IPv6 Council!
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Recommendations




Wisdom for the Future

@\ Make IPv6 your default minimum viable operation

Connect technology to the needs of the business

A
v

IPv6 default on mindset
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Thank you
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