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' Hello

I'm Pavel Odintsov, the author of open source DDoS detection to
FastNetMon: https://github.com/pavel-odintsov/fastnetmon

Ways to contact me: (j\

linkedin.com/in/podintsov [ I
github.com/pavel-odintsov

twitter.com/odintsov_pavel

IRC, FreeNode, pavel odintsov

pavel.odintsov@gmail.com
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® Battlestation: AMD Ryzen
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® Lab: AMD EPYC



» NAT64 gateway: RockPro 64




- @ Setup: Unbound, DNS 64

module-config: "dns64 validator iterator”

# DNS64 prefix for NAT64:
dns64-prefix: 64:ff9b::/96



tup: Unbound.

dig -t aaaa github.com @2001:4860:4860::64

; <<>> DiG 9.18.12-0ubuntu®.22.04.3-Ubuntu <<>> -t aaaa github.com @2001
;3 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 37258

;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
53 QUESTION SECTION:

;github.com. IN AAAA

53 ANSWER SECTION:
github.com. 60 IN AAAA 64:ff9b::8c52:7903

;3 Query time: 12 msec
53 SERVER: 2001:4860:4860::64#53(2001:4860:4860::64) (UDP)
53 WHEN: Wed Oct 04 17:54:46 BST 2023
53 MSG SIZE rcvd: 67

]



tun-device nat64

# TAYGA's IPv4 address
ipv4-addr 192.168.1.xx

# TAYGA's IPv6 address
ipv6-addr XXXX

# The NAT64 prefix.
prefix 64:ff9b::/96

# Dynamic pool prefix, not clear what is it
dynamic-pool 192.168.255.0/24

# Persistent data storage directory
data-dir /var/spool/tayga

)




Ubuntu 22.04: specify DNS and route

Cancel Wired
Details Identity IPv4 IPv6 Security
IPv6 Method © Automatic Automatic, DHCP only

Link-Local Only Manual

Disable Shared to other computers

Separate IP addresses with commas

Routes Automatic ()

Address Gateway Metric

64:ffob:: xxxx:edb6 -1

Use this connection only for resources onits network

DNS Automatic




Ubuntu 22.04: switch off IPv4

Cancel Wired

Details Identity IPv4 IPv6 Security

IPv4 Method Automatic (DHCP) Link-Local Only
Manual © Disable

Shared to other computers

Automatic

Routes Automatic

Use this connection only for resources onits network







Github

[0 README 3 GPL-2.0license & Security

FAST
ETMON

Community Edition

FastNetMon - A high-performance DDoS detector/sensor built on top of multiple packet capture engines: NetFlow,
IPFIX, sFlow, AF_PACKET (port mirror).

What do we do?

We detect hosts in the deployed network sending or receiving large volumes of traffic, packets/bytes/flows per
second and perform a configurable action to handle that event. These configurable actions include notifying you,
calling script or making BGP announcements.

Project

& Official site
FastNetMon Advanced, Commercial Edition
FastNetMon Advanced, free one-month trial

FastNetMon Advanced and Community difference table

B Detailed reference

Releases 19

© FastNetMon Community 1.2.7 ... (Latest
onJul1

+ 18 releases

Sponsor this project o

& https:/fastnetmon.com/price/

Packages 2

& fastnetmon-community
& fastnetmon-community-developer-24-04

Contributors 49

e 0P we
9609 =

+ 35 contributors

Deployments 4
@ github-pages 4 years ago

+ 3 deployments

Languages




interface end0 {
MinRtrAdvInterval 3;

MaxRtrAdvInterval 5;
AdvSendAdvert on;
AdvDefaultLifetime 0;

route 64:ff9b::/96 {};

}s




Ubuntu 22.04: easy setup

Cancel SUPERONLINE_Wi-Fi_A710_24G

Details Identity IPv4 IPv6 Security

IPv6 Method o Automatic Automatic, DHCP only
Link-Local Only Manual

Disable Shared to other computers

DNS Automatic

Routes Automatic (:)

Use this connection only for resources on its network
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Log in to continue. |
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. Continue with Facebook
G Continue with Google

. Continue with Apple

Don't have an account? SIGNUP
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File Edit View Window Help Es0

production
g, ® @

signal.org

Q, Search
Software Acknowledgments

Terms & Privacy Policy.

Disconnected

Check your network
connection.
Click to reconnect.




Unbound: patch time!

Changes from all commits ~  File filter v Conversations ~ &3 ~
Q Filter changed files 3 doc/unbound.conf.5.in ()

v m doc 1474 + types excluding A. For A queries it unconditionally returns NODATA.
1475 + Useful in cases when there is a need to explicitly force all apps to use
[ example.conf.in 1476 IPv6 protocol and avoid any queries to IPv4.
1477 .TP 10
1478 \h'S'\flalways_refuse\fR
v B services 7. 1479 Like refuse, but ignores local data and refuses the query.
1480 .TP 10

[ unbound.conf5.in

[ localzone.c
O localzone.h

v Il uil services/localzone.c (O

D configparsery 5 @0 -1603,7 +1603,7 @ local_zone_does_not_cover(struct local_zone* z, struct query_info* ginfo,
struct local_data key;
struct local_data* 1d = NULL;
struct local_rrset* 1r = NULL;
if(z->type local_zone_always_transparent)
if(z->type local_zone_always_transparent || z->type local_zone_block_a)
return 1;
if(z->type '= local_zone_transparent
&& z->type != local_zone_typetransparent

+1679,16 @@ local_zones_zone_answer(struct local_zone* z, struct module_env

} else if(lz_type == local_zone_typetransparent
|| lz_type local_zone_always_transparent)
* no NODATA or NXDOMAINS for this
return ©;
} else if(1lz_type == local_zone_block a) {
// Return NODATA for all A queries
if(ginfo->qtype == LDNS_RR_TYPE_A) {
local_error_encode(qinfo, env, edns, repinfo, buf, temp,
LDNS_RCODE_NOERROR, (LDNS_RCODE_NOERROR|BIT_AA),
LDNS_EDE_NONE, NULL);
return 1;

t« Merged al]ded new static zone type block_a to suppress all A queries for specific zones #5819 015 files viewed & Ask Coplot + e




Unbound: upstream

Unbound 1.18.0 released

Published: Wed 30 August 2023
Last updated: Mon 04 November 2024

We are pleased to announce the release of version 1.18.0 of the Unbound recursive DNS
resolver.

he local-zone type block_a is for when queries to IPv4 have to be stopped to force IPv6
usage. It stops type A queries with nodata, and transparently allows other queries.




Unbound: fix

local-zone: "chat.signal.org." block_a
local-zone: "cdn.signal.org." block_a

local-zone: "cdn2.signal.org." block_a
local-zone: "cdsi.signal.org." block_a
local-zone: "storage.signal.org." block_a
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Note to Self

Message

mtu 1560
prefixlen 64
2 prefixlen 64
inet6 fe80::7d01:cd3a:98 scopeid 8x20:
ether a@ 57
RX packets 655145
RX errors 0
X packets
TX errors 0
device memo

scopeid 6x8<global>
ex8<global>




Mozilla VPN

Mozilla VPN

Connecting...

Attempting to confirm connection

Select location

= Amsterdam




® Mullvad

X

~Login failed

'\! api.mullvad.net is blocked, please check your
N T firewall
y | e l\ .



Links

e https://pavel.network/building-gateway-to-access-légacy=-i
pv4-internet-from-ipv6-only-work-laptop/
e https://github.com/signalapp/Signal-Desktop/issues/4121 .
e https://github.com/NLnetlLabs/unbound/pull/819 M
e https:/nlnetlabs.nl/news/2023/Aug/30/unbound-1.18.0-rel
eased/

e https://github.com/mozilla-mobile/mozilla-vpn-client/issu
es/5393

e https://github.com/mullvad/mullvadvpn-app/issues/2391

e https://www.stableit.blog/2023/01/using-radvd-to-advertis
e-ipv6-prefix.html



https://pavel.network/building-gateway-to-access-legacy-ipv4-internet-from-ipv6-only-work-laptop/
https://pavel.network/building-gateway-to-access-legacy-ipv4-internet-from-ipv6-only-work-laptop/
https://github.com/signalapp/Signal-Desktop/issues/4121
https://github.com/NLnetLabs/unbound/pull/819
https://nlnetlabs.nl/news/2023/Aug/30/unbound-1.18.0-released/
https://nlnetlabs.nl/news/2023/Aug/30/unbound-1.18.0-released/
https://github.com/mozilla-mobile/mozilla-vpn-client/issues/5393
https://github.com/mozilla-mobile/mozilla-vpn-client/issues/5393
https://github.com/mullvad/mullvadvpn-app/issues/2391
https://www.stableit.blog/2023/01/using-radvd-to-advertise-ipv6-prefix.html
https://www.stableit.blog/2023/01/using-radvd-to-advertise-ipv6-prefix.html
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HANKS!

ANY QUESTIONS?
You can find me at:

o (@odintsov_pavel
o pavel.odintsov@gmail.com
N o linkedin.com/in/podintsov
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